
 
 
 
 

CTF HOSTED BY INFOSEC  
“ATTACK & RESPOND”  

THE CLUB (BALLROOM B) – NELLIS AFB  
FRIDAY 29 APRIL 2022 | 0800 – 1200 HRS  

 
 
Summary:  
Join Infosec for a free CTF workshop wrapped by a short training session from Keatron Evans, 17-year 
cybersecurity pro and Principal Security Researcher at Infosec, on how he would have approached it.  
 With the rise of ransomware attacks and data breaches, it's mission-critical to not just understand how to 
respond properly but also understand what the attack looks like. This CTF covers both areas, prompting 
attendees to put themselves in mind of an adversary.  
  
CTF Format:  
The format will be attack and respond. You will have two hours to break into servers of a fictitious 
organization, followed by 1 and 1/2 hours of responding to a successful data breach by examining packet 
captures, memory dumps and hard drive images to extract evidence, then answer questions about the 
breach. The first one to complete all assignments will be the winner.  
 
Difficulty Level:  
Intermediate skill level.  
 
Materials Needed:  
Please bring your laptop. Cyber Range environment will be provided by Infosec.  
 
Here's What Attendees Will Need To Do to Participate:  

1. Sign up for a free 30-day trial of Infosec Skills using the 
code NellisCTF2022 at https://app.infosecinstitute.com/portal/skills 

2. Download the Kali VM via Infosec Skills on the day of the CTF (we will use this during the CTF). 
Participants should make sure it is able to run and have internet access as Keatron will have them 
download some traffic files and memory dumps to investigate. They can go here and see the link to 
download the Kali VM here: https://app.infosecinstitute.com/portal/skills/path/418 

 
 Time:  
0800-1200, 4-hour CTF with breaks in-between flags. Please arrive by 0745 to check in.  

Location:  
The Club (Ballroom B) – Nellis AFB.  
 
Need More Information? 
Contact Spicelend Schmidt at spicelend.schmidt.ctr@us.af.mil  
 


